Tips for
safeguarding

your business:
FRAUD PREVENTION CHECKLIST

L Strengthen access security

Implement multi-factor authentication
(MFA) for company network access and
payment initiation systems.

U Enforce strict payment controls
Prohibit initiating payments based on

email or unsecured messaging platforms.

L Require senior approval for large
transactions

Mandate authorized sign-off from senior
management for transactions above a
set threshold.

U Assume partner compromise

Any partner could be hacked in a BEC
attack, enabling convincing scams.
Verify payment or sensitive requests via a
trusted channel.

U Verify new payment details

Always confirm new bank details or
payment instructions with a trusted
contact via a verified phone number.
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At Hancock Whitney, we're here to help you safe-
guard your business from payment fraud, including
Business Email Compromise (BEC). Scammers use
emails, texts, and calls to pose as trusted contacts—
even your bank—to trick employees into sending
payments or sharing sensitive info. Stay alert and use
this checklist to help secure all outgoing payments.

L Confirm payment instruction changes
verbally

Use a known, trusted contact number to
verify vendor payment or payroll changes
before acting.

(] Validate invoices

Match payments to legitimate, verified
invoices before processing.

L Avoid email-only verification

Do not rely on email replies to confirm
payment requests.

L Check email addresses carefully

Look for subtle discrepancies in the
sender’s email address.

(] Scrutinize email links and attachments

Verify the sender before clicking links or
opening attachments in emails or texts.

() Question urgent requests

Be wary of payment changes pushed with
a sense of urgency.
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